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Abstract—This paper presents a cross-disciplinary view of
industrial electronics for building a sustainable society. After
explaining efforts and challenges from human factors, profes-
sional education, electronic systems on chip, technology ethics
and society, and standards, we suggest a methodology for cross-
disciplinary technology integrating the above-mentioned fields,
in which the technical committees in Cluster 4, Industrial
Electronics Society, play an active part.

Index Terms—Cross-disciplinary technology, electronic systems
on chip, human factors, professional education, technology ethics,
standards, sustainable society.

I. INTRODUCTION

The United Nations General Assembly set up the sustainable
development goals (SDGs) in 2015 to achieve a better and
more sustainable future. Seventeen interlinked global goals
were designed and were intended to be achieved by 2030,
which are: (1) no poverty; (2) zero hunger; (3) good health
and well-being; (4) quality education; (5) gender equality; (6)
clean water and sanitation; (7) affordable and clean energy; (8)
decent work and economic growth; (9) industry, innovation,
and infrastructure; (10) reducing inequality; (11) sustainable
cities and communities; (12) responsible consumption and
production; (13) climate action; (14) life below water; (15) life
on land; (16) peace, justice, and strong institutions; and (17)
partnerships for the goals [1]. Many of the goals are closely
related to the ones of the IEEE Industrial Electronics Society
(IES).

Changes in the economy, society, and environment can have
a huge impact on how the aforementioned issues can be
tackled. These changes provide us a chance for innovation.
Adapting to these changes from the viewpoint of industrial
electronics can be a colossal challenge. In this paper, we
review the efforts of Technical Committees in Cluster 4 of
IES and explain how we meet the challenges.

II. HUMAN FACTORS

Human Factors is a field of practical science and technology
that is indispensable for building a comfortable working and

living environment and for designing safe and easy-to-use
tools and systems. The concept of human factors originated
from Europe in the 1850s. The research of modern human
factors developed against the background of applied psychol-
ogy, starting with human-error research mainly in the United
States after World War II. Nowadays, the definition of human
factors, which is given in the principle of human-centered
design (ISO11064-1) of the International Organization for
Standardization (ISO) as follows: Human factors is an engi-
neering discipline that considers humans and system elements
as equidistant and aims to optimize the interaction among
design/development, tools/equipment, environment, work/tasks,
culture/customs/laws and organizations/management.

A. Trends

Human factors contribute to the solutions of social and
engineering problems. Technologies supporting an aging so-
ciety are closely related to human factors. It is important
to understand the human characteristics for the design of
support systems to meet prescribed requirements and it is also
necessary to design the behavior of systems and interfaces
to suit human characteristics based on an understanding of
the characteristics. The members of the Technical Committee
of Human Factors, IES, have been carrying out studies to
solve related problems. For example, Suzuki et al. presented
an AI-based system that automatically identifies gross-motor
skills of children and reduces the workload of childcare in
kindergartens [2]. This study considered children’s movements
as a human characteristic and tried to understand them by
classifying the motion. Chugo et al. developed a standing
support system based on a model of human dynamics to
support the daily life of the elderly [3]. The system was
designed from kinematic, mechanistic, and mechanical aspects
so as to adapt to the movement of a human body. Yokota et
al. devised a low-floor-type omni-directional personal mobility
that was controlled by the natural movements of a person
[4]. They focused on the standing postures of a person and



modeled and used them to operate the apparatus. Makino et
al. built an AI-based system that assisted doctors to detect a
pincer nail in an early stage [5]. They used a neural network to
learn the gait of a healthy person and a patient, and performed
the diagnosis of a pincer nail based on the gait patterns.
Other systems were also developed based on principles of
human-centered design in the fields of manufacturing, daily
life, transportation, and social systems.

B. Future challenges

Modern human factors also integrate cognition, mentality,
social characteristics, and other aspects. This ensures a wide
range of outcomes to deal with problems in healthcare; com-
munication quality; physical, psychological, and psychological
handicaps; and others. Generally speaking, the problem of
human factors is how to optimize interfaces between systems
and people, including communication between people and
systems and among people, and people’s health awareness.
Human perception, cognition, and behavior are complex and
are not the same. Some perceptual, cognitive, and communica-
tive characteristics were discovered in recent years [6], [7], and
new challenges arise with the COVID-19 pandemic [8]. It is
necessary to apply these new findings to the field of human
factors.

III. EDUCATIONAL PERSPECTIVE

The continuous evolution of technology compels universi-
ties to update their course contents yearly, as well as to adapt
their teaching methodologies and platforms. This update is
possible thanks to the interconnection between Universities
and industries and other partners through regional, national,
and international projects that allow the development of new
theories and tools. This process demonstrates that the higher
education system is always interconnected with the industry
and with the research. That said, on the one hand, the society’s
need and demand for new products encourage researchers to
develop new knowledge and, on the other hand, the industrial
demand of engineers prepared with the latest technologies and
development processes has led higher education to promote (i)
professional lecturers coming from industry, (ii) Project-Based
Learning (PBL) methodologies, (iii) Internships in industry,
(iv) Industrial seminars/courses.

A. Future trends

A common trend that also is important for the future is that
professionals coming from industry are involved in the higher
education system learning processes. These professionals par-
ticipate in practical and theoretical courses. The objective of
such enrollment is to transmit to the students the methods
and practical contents that are used daily in specific industrial
areas. Often, experts from industry are invited to teach students
specific topics; these allow increasing the quality of the course
content, give a practical perspective of the taught concepts,
and, at the same time, increase the student motivation toward
the subject. These professionals often make use of practical

cases and real examples that reinforce this practical and
professional vision of the course [9].

The Project-Based Learning methodology developed by
John Dewey is based on the ’learning by doing’ concept [10].
This method, which was used since Ancient Egypt, enables
to reinforce practical learning and increase student motivation
and collaboration. During PBL, groups of students, supervised
by an instructor, are involved in the development of specific
projects from an idea to a real initial prototype, following
all the stages of the development of a project. Logically, this
method requires a higher level of multidisciplinary knowledge.
Consequently, the students gain experience in aspects such
as project planning, acquisition of raw materials, product
design and development, work management, logistics, and
commercialization. As part of the learning process, students
also improve their communication skills. In many universi-
ties, the PBL methodology involves both university-research
institution and university-industry collaboration [11]. As the
PBL is oriented to solve realistic problems, the students get in
contact with the stakeholders, end-users, and developers. The
Industry involvement in these projects has proven to have a
positive impact on student learning and motivation [12], [13]
and help students to develop analytical and critical thinking,
ability to manage technology and management.

The importance of having practical experience in the indus-
try, the necessity of references, and the need of employability
make students look for short internships in the industry. This
practice allows them to work on a specific project or theme
directly in the industry and gives them the possibility to use
part of the research or development results in their final BSc
or MSc theses [14]. Usually, this practice is well-coordinated
between the University and the industry so that the student
has two tutors, one from each part. In many Universities,
different cooperation programs exist between Universities and
different industrial partners coming from diverse sectors. Some
of the existing programs also involve the internationalization
of the practical experience in the industry, such as Erasmus+,
EURES, European Project Semester, etc. Some skills strength-
ened by the participation of the students in this type of
program are improvement of the student capacity of working
in teams, decision making, ability to work in multicultural
contexts, knowledge of practical problems as well to learn
how to manage in a foreign environment and gain professional
experience and financial remuneration.

Industrial seminars or courses involve academics that are
often involved in specific research fields that are of great
interest for certain industries. These facilitate that these in-
structors are hired or invited to teach different seminars or
courses to industrial users about their field of expertise. The
benefits of this dissemination action are enormous since they
facilitate the transfer of recently developed technologies and
knowledge to industry. Moreover, it is also beneficial for the
instructor who can get industrial feedback that can enhance
to optimize these developments. Also, it enables to facilitate
further collaborations of great interest for future testing of
new methods and technologies. From an educational per-
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spective, the improvement of the educational methodologies
and educational contents, as well as the involvement of the
education in the industry project developments are the key
to success. Finally, education requires the integration of the
ethical and social aspects in order to manage the societal
impact. With standards, educational perspective plays the role
of the definition of the lows and standards for secure and
trusted online learning.

IV. ELECTRONICS SYSTEMS ON CHIP APPROACHES

Chip size reduction and price decrease due to technological
evolution and economies of scale have allowed the System-
on-Chip paradigm to permeate many different fields and
industries [15]. This permeation of the programmable System-
on-Chip technology in different fields that already were using
some kind of computing can be seen from two perspectives:
either to add FPGA (Field Programmable Gate Array) fabric
to get more parallelism and performance in a previously
microprocessor-only implementation or to add a processor to
easily manage sequential tasks in a previously FPGA-only
project.

A. Emergence of Free and Open-source tools for digital design

Another emerging trend is the appearance of free and open-
source (FOSS) tools for digital design and verification. While
some of these tools have been existing for many years (for
example, the first versions of GHDL are now around 18
years old), it has only been in the latest years that significant
milestones have been reached, such as support for modern
verification methodologies [16], or a completely open-source
design flow for the ICE40 and ECP5 families of Lattice
FPGAs that covers all the steps from synthesis to bitstream
generation and FPGA configuration [17].

The emergence of these free and open-source tools is also a
push for vendors to release part of their flows as open-source
tools, or at least some way for the users to customize their tool
flows, for which Xilinx’s Rapidwright is an example [18].

FOSS tools may enable unexpected ways of using the tools,
as they are not subject to usage, licensing, or modification
restrictions. For example, without even modifying the tools,
a user can launch a huge number of instances of the GHDL
simulator, limited only by available computing power and not
the number of available license seats. Furthermore, since the
tools allow studying and modifying their source code, this
can be a further enabler for innovation. Depending on the
application, the usage of multiple economic chips configured
with open source tools can position itself as an alternative to
solutions based on monolithic programmable System-on-Chip
devices configured with proprietary toolchains.

The availability of these tools is also especially interesting
from an educational standpoint, since they allow for lifelong
learning both inside and outside higher education institutions,
while also allowing institutions with fewer economic resources
to perform project-based learning with real devices and appli-
cations. Furthermore, FOSS tools may make the difference
between being able to use and implement FPGA solutions or

not in developing countries, especially those with reduced or
nonexistent R+D budgets and those subject to export control
restrictions, contributing to technology democratization and
reducing inequality. Additionally, FOSS tools can be subjected
to security audits to avoid almost-undetectable supply chain
attacks like [19].

A difference that open-source FPGA implementation and
bitstream generation tools have with respect to open-source
compilers is that the internal chip details needed for bit-
stream generation are not public, while the Instruction Set
Architectures (ISA) of the microprocessors supported by open
source compilers (such as GCC) have been published by the
device manufacturers. Thus, the developers of open-source
FPGA implementation tools must use probing techniques to
discern which bits in the FPGA bitstream configure each
specific device’s primitive attribute, which is not different from
what many researchers already do for academic and research
projects [20], [21]. In this context, probing consists of using
an already existing tool (such as the tools provided by the
chip manufacturer) as a black-box, feeding it known inputs,
and observing its outputs.

This allows acquiring the needed information without the
need to reverse-engineer any software, which is prohibited by
most End-User License Agreements (EULAs). As of today,
even if the method used to obtain this information does not
violate any EULAs, the fact that it is not supported or intended
by the manufacturers, coupled with the diversity of Intellectual
Property law particularities across the globe, creates a legal
gray area where companies currently do not know if they could
hit any legal issue if using these tools for production.

Standardization of the minimal information that chip man-
ufacturers would need to provide in order to perform the
implementation and bitstream generation while preserving
internal chip implementation details could help alleviate this
problem.

Nevertheless, free and open-source tools for digital de-
sign and verification can be used as of today, with good
performance and implementation efficiency results, in both
research and educational contexts, and it is expected that their
importance will grow in the future.

B. AI on SoC implementation challenges

The AI development (machine learning, fuzzy logic, ex-
pert systems, and metaheuristic methods) in recent years has
been possible only due to the fantastic development of the
hardware platforms capable of sustaining intensive computing
algorithms and, more recently, greatly increase the design flex-
ibility making possible not only the development of software
to take advantage of the hardware architecture of the compu-
tational system but also design custom hardware architecture,
domain-specific architectures, to efficiently execute/process
computational tasks with high speed and low energy con-
sumption, at high performance per watt ratios. Hence, the
computational platforms became more heterogeneous. Some
of the algorithms that have taken advantage of the change of
the calculus platform paradigm shift are the Spiking Neural
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Networks (SNNs) and the Deep Learning (DL) with Deep
Neural Networks (DNNs).

The above-mentioned networks were successfully imple-
mented due to the capability of the (neural) CPUs to pro-
cess multiple data using the Single-Instruction-Multiple-Data
(SIMD) technique or implementing neural-specific instructions
set such as Intel AVX-512 or custom floating-point data format
(such as the brain floating-point - bfloat16). These advantages
have been many times multiplied when implemented in GPUs,
for which manufacturers have developed highly optimized
hardware and software framework support, such as Tensorflow,
Pytorch, or Caffe. Taking data processing concurrency even
further and adding the FPGAs design flexibility, successful
DNN accelerators composed of many processing elements
(PE) and on/off chip memory such as Swallow [22], Eyeriss
[23], or Xilinx Versal AI core [24] have been reported.

However, when combining CPUs, GPUs, and FPGAs, ob-
taining heterogeneous computing platforms, the true comput-
ing potential is released, increasing, even more, the system
performances when deploying complex/heavy computational
tasks brought the development of integrated solutions such
as System on Chip (SoC) or System-on-Module (SOM). The
great flexibility given by being able to take advantage of each
calculus platform paradigm strong points is very performance
rewarding. However, each of the platforms comes with draw-
backs as well, and being able to "pick and choose" the right
data size and algorithm to be run on the desired platform is
not yet easily achieved.

To address this problem, a few methods have been devel-
oped such as data reuse, efficient memory access, algorithm
compression, or workload partition strategies which, used
holistically, could improve the data throughput and power
efficiency [23], [25].

Even though there has been an explosion of task scheduling
methods for various computation paradigms, a "unified" ap-
proach to efficiently "break-up & allocate" computation tasks
per computation platform is still an ongoing endeavor.

C. Future challenges

The ease of use and configuration of programmable System-
on-Chip devices is currently an open issue for vendors who
want to make all the design process easier, with the intention
of making it accessible to more people, thus increasing market
size. For this respect, the emergence of Higher-level languages
and synthesis tools constitutes a push towards the higher
adoption of these devices. In particular, these open the field of
FPGA and programmable System-on-Chip design to computer
programmers who already have expertise in programming lan-
guages such as C, C++, or Python. This ease of use comes with
an impact on the efficiency of the generated implementations,
both in area and maximum working frequency [26].

The trend of moving the electronics (including signal pro-
cessing and data handling) towards the very phenomena that
need to be measured may result in systems with a high number
of devices, where distributed computing may happen, and

in which designers may find multiple synchronization and
communication challenges, as explored in [27]–[29].

With respect to the accountability of AI decisions, the elec-
tronic implementations should include accountability mecha-
nisms that can give the operators the possibility of extracting
the information about decision-making so these decisions can
be reviewed.

Finally, while functional safety of the designs has always
had an important role to play in aerospace, automotive,
biomedical, and other fields where critical systems take major
roles and where failures are expensive in personal and/or
economic terms, it is expected that due to the increase in
complexity of the average design, higher verification efforts
will be required for industrial designs in other, non-critical
areas, increasing the required knowledge and efforts needed
to successfully finalize a design [30].

V. TECHNOLOGY ETHICS AND SOCIETY PERSPECTIVE

With the rapid advances in technology and its prevalence in
every aspect of modern life, issues that pertain to technology
ethics and societal implications are raised. Especially industri-
alization of technology, that now is not confined to controlled
industrial settings, e.g., factories, but is made available to
the consumers, and often plays a critical role on decisions
that impact the lives of people. In the last years, such issues
are mostly exemplified by the usage of Artificial Intelligence
(AI), which nowadays can be found in consumer electron-
ics, autonomous and intelligent systems, chatbots, decision-
making software in banks, courts, etc. However, several pitfalls
raise alarms on how this technology is used (e.g. unlawful
monitoring of citizens) as well as whether the sophisticated
technology itself exhibits traits such as bias that impacts
people e.g. leading to decisions that have hidden racial bias,
etc. This is an interdisciplinary area of research and requires
a sociotechnical approach in order to address the posed chal-
lenges. For industrial adoption, additional factors beyond the
developed technology play a critical role in its acceptance [31],
including business and standardization.

To understand the implications around AI and ethics, con-
sider the rise of self-driving cars, which are expected to
become massively available in the next years. Such cars would
need to make decisions on behalf of their users, and as such,
a key question put is on which ethical bases such decisions
should be made upon. Since ethics can play a key role in the
acceptance of self-driving cars [32], it means that such issues
need to be properly addressed by engineers when designing,
realizing, and making available such products for the public.

How to engineer such systems is not trivial [33] and requires
addressing both technical as well as social challenges early
enough in the lifecycle of such products. This means that en-
gineers of the future need to have inter-disciplinary knowledge
that goes beyond the technical aspects and understands the
limitations and impacts the technology has, as well as on how
to create systems that adhere to societal norms and regulations
[34].
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When attempting to engineer such AI systems, there is
evident the need for standards. These standards would enable
the creation of technologies that can be compared and are
interoperable. While several standards are available for the
integration of systems, there are hardly any standards that
dictate the engineering of AI systems, especially when they are
in conjunction with physical forms such as intelligent robots
or self-driving cars. There are some recent efforts in this area
that aim to address these issues [35].

In addition to standardization, education of future engineers,
which includes not only in-depth technical knowledge but also
a more broad towards ethical and societal aspects, is needed.
This calls for a revision of university curricula as well as
lifelong learning and training programs that enable engineers
to acquire not only knowledge during their studies but also
be retrained to new and emerging technologies and satellite
issues. Thankfully the advances in modern Information and
Communication Technologies have enabled the online and
mass scale of such educational and training activities e.g. via
Massive Open Online Courses (MOOCs), which have been
found to have a positive impact on the industry [36]. Such
undertaking is more challenging than considered today by
most managers and educators. To exemplify this, consider that
the engineer of the future should be capable of interacting
with diverse stakeholders, understand their needs, anticipate
potential societal impacts, and still be capable of materializing
the technical and societal needs to intelligent systems that
can be deployed in real-world environments and guarantee for
instance security, safety, and fairness of treatment for humans.

VI. STANDARDS VIEW

A. Perspectives

Extending on previous cross-disciplinary perspectives of the
industrial electronics technology clusters [15], this section
will focus on the integration of the IES cross-disciplinary
cluster technologies on industrial electronics fields of in-
terest. Previous discussions on directions of IES standards
covered present and future technological trends focused on
the vertical clusters of IES fields of interest. Expanding on
recent discussions on IES fields of interest, the collaboration
of cross-disciplinary technologies with the vertical fields of
interest is being explored. A technology sampling of various
industrial applications continues to show the need and impor-
tance of standards. From here, a methodology on using cross-
disciplinary concepts to these industrial electronics verticals
will be proposed, with the intent to inspire further exploration
into the integration of the technical disciplines for the benefit
of society.

B. Trends

The recent set of technological papers from the 2020 year
series of the Industrial Electronics Magazine shows the newest
trends of industrial electronics technologies covering industrial
automation, industrial power generation and smart micro-grids,
transport electrification, and autonomous vehicles. In almost
all of the 20 articles in this yearly series, standards were

dominant in the practice of the applications or it indicated
a glaring need for standards. Specifically, half of the articles
cite or discuss standards in the paper, while four articles cited
the need for standards in the development or implementation
of the applications.

Standards in automation models are needed in a wide range
of applications within Industry 4.0 [37]. Basically, model-
ing of complex automation infrastructure requires structured
approaches and development discipline, and standards are
widely used, especially those already adopted by industry.
Technological areas covered by this paper include industrial
automation, Cyber-Physical Systems, Industrial IoT all prefer-
ring standardized approaches to integration and conformity.

Whether one realizes it or not, anyone or several or all
of these cross-disciplinary approaches will be embedded in
the design and development of a complex system. As systems
get increasingly more complex and more encompassing into
society, it cannot escape the need for social and ethical
implications of the applications in today’s and tomorrow’s
world.

C. Need for Standards

It is clear that with new technological trends, developments
and applications are still evolving, and until the trends come
into focus and stabilization, standards will not be introduced or
considered. The common theme here is that new technologies
and its applications look to the need for standards for stability.
Two brief examples noted here show the need for standards.
New solid-state technologies introduced in power transformers
brought challenges in the stabilization, interfaces, and cost of
this new solid-state transformer (SST) products to be inte-
grated into existing electrical systems. This led the industry to
call for SST standards for better product integration and usage.
This was particularly emphasized as a need for commercial
acceptance of SSTs [38].

On developing efficient wind turbines (WT) for clean energy
applications, it is stressed the present most common weakness
in the design and development of wind turbines is the lack
of common guidelines and standards [39]. In particular, the
lack of standards is focused on the light detection and ranging
(LIDAR) technologies applied to WT controllers to improve
their performance. It states, "the opinions of wind industry
experts reveal the main issues for LIDAR technologies relate
to providing common guidelines and standards as well as risk
evaluation and reliability concerns".

This shows the fact is that standards are increasingly im-
portant and necessary in the new technologies exploding into
today’s highly technological society, and thus society’s safety,
ease of use, lowered costs both in manufacturing and consumer
prices, are increasingly dependent on good and highly reliable
standards and standardization. It cannot be over-emphasized
that new technology trends are needed and are benefiting from
standardization.
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Figure 1. The proposed cross-disciplinary intra-cluster methodology via the involved IEEE IES Technical Committees

VII. SUGGESTED METHODOLOGY FOR
CROSS-DISCIPLINARY TECHNOLOGY INTEGRATION

A methodology of how integration and collaboration of the
cross-disciplinary cluster technologies can immensely benefit
IES vertical cluster technologies is shown in Figure 1. Cross-
disciplinary aspects are important for the industry, where not
only the technical results but also standards and business
aspects play a key role towards the adoption of solutions
[31]. Therefore, requirements, as well as considerations of
additional factors beyond the pure technological ones, should
be considered in order to enable the adoption of new innovative
technologies.

A proposed cross-disciplinary intra-cluster methodology can
be applied on a particular vertical application – starting by us-
ing a robotic walker with standing/sitting assistance [15]. Here
each cross-disciplinary technology contributes to the problem
at hand in the robotic walker. Human factor (HF) principles
are heavily applied to impact the design and application of
the robotic walker, to provide ease of use and comfort for the
assisted elderly or disabled user, and to provide a clear and
easy understanding of the use of the walker. In the design
for the walker, many supportive and wearable elements are
incorporated into the design, so electronic chips are integrated
into the design due to space and weight constraints.

With increasing complexity of user applications, electronic
systems on a chip (ESOC) are most likely deployed into
the wearables and light-weight robotic walkers and assisting
devices. Closely associated with the human factors and ESOC
designs of the walker will be the consideration of resilience
and safety factors (ReSia) designed into the assisted system,
where factors such as self-healing considerations in both
hardware and software must be built-in to ensure the ease of
use and safety of the device to the elderly or disabled user, as
well as ’free of concern or worries’ by the user regarding
the device. Closely associated with HF and ReSia will be
the considerations of technology ethics and society (TES)
aspects for the device and its applications. Heavy emphasis
and thought on ethical considerations must be placed in the

HF/ReSia/ESOC/TES aspects of the design of the product to
consider gender, race, ethnicity, language and age bias and
discriminatory effects.

As the designs become stabilized and useful to society,
the implementation practices and design requirements can be
standardized (STDS) for mass production, lower costs, and
fast implementation and deployment to the consumers. Lastly,
education on the use, both to the user and personnel training in
production and manufacturing, will be the focus of Education
(EDU). These last two cross-disciplinary technical compo-
nents are shown as ’full rings’ around the cross-disciplinary
cluster methodology as it ’pervades’ all aspects of the other
technologies. This is also true for TES, which encompasses
ethics and societal impact along the lifecycle of the developed
products e.g. from concept to engineering, operation, and
eventual disposition. With this proposed methodology, it is
suggested that the cross-disciplinary cluster initiates a trial
implementation with a selected vertical within IES, and reports
its findings for the next article.

VIII. CONCLUSION

In this paper, we explained new trends, efforts, and chal-
lenges to create a sustainable society from the viewpoints
of human factors, education, electronics systems on chip ap-
proaches, technology ethics and society, and standards. Since
the 17 SDGs [1] are multiple cross-cutting issues, we need
to carry out interdisciplinary studies with the cooperation of
different fields to attain these goals. The technical committees
in Cluster 4 of IES have been making a constant effort
and working together to overcome the challenges. A future
task is to attract young people from both industrial and
academic sectors to the activities of our cluster so as to keep
a sustainable growth of society.
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