layer addresses all those activities that
cannot be executed in the middle layer,
such as tasks that require high computational resources or when a historical
data storage is mandatory. On the contrary, all the tasks where real time
access to the physical part is required
are executed in the middle layer. The
data analysis executed by the remote
server is used by the middle layer to
optimize its operations and behaviour.
Rainbow has been developed at the
Institute of High Performance
Computing and Networking (ICARCNR) within the RES-NOVAE project,
“Buildings, Roads, Networks, New
Virtuous Targets for the Environment
and Energy”, funded by Italian
Government. RES-NOVAE aims to
implement new solutions for Smart

Cities, and the Rainbow platform will
be employed in many domains
including power grids, water management, traffic control and environmental
monitoring.

Machine-to-Machine
communications”, in proc. of the 2nd
Mediterranean Conference on
Embedded Computing (MECO), pp.
21-24, 2013.

Link:
http://smartcityexhibition.it/it/partners/
expo-partner/progetto-res-novae

[3] E. Bonabeau, M. Dorigo, G.
Theraulaz: “Swarm Intelligence: From
Natural to Artificial Systems” , New
York, NY: Oxford University Press,
Santa Fe Institute Studies in the
Sciences of Complexity, Paper: ISBN
0-19-513159-2,1999.
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Cloud-Based Industrial Cyber-Physical Systems
by Armando Walter Colombo and Stamatis Karnouskos
The domain of industrial systems is increasingly changing as it adopts emerging Internet based
concepts, technologies, tools and methodologies. The rapid advances in computational power,
coupled with the benefits of the Cloud and its services, has the potential to give rise to a new
generation of service-based industrial systems whose functionalities reside in-Cloud (Cyber) and
on-devices and systems (Physical).
As we move towards an infrastructure
that is increasingly dependent on monitoring of the real world, timely evaluation of data acquired and timely applicability of management (control), several
new challenges arise. Future factories
[1] are expected to be complex System
of Systems (SoS) that will empower a
new generation of applications and services that, as yet, are impossible to realise
owing to technical and financial limitations. The European IMC-AESOP
project is a visionary undertaking by key
industrial players such as Schneider
Electric, SAP, Honeywell and
Microsoft, investigating the applicability of cloud-based Cyber-Physical
Systems (CPS) [2] and Service Oriented
Architectures (SOA) [1] in industrial
systems, such as monitoring of paper
production machines by FluidHouse
(Finland) and lubrication monitoring
and control systems in mining industry
by LKAB (Sweden).
The Factory of the Future (FoF) [1] will
rely on a large ecosystem of systems in
which large scale collaboration will take
place. Additionally, it is expected that
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CPS will harness the benefits of
emerging Cloud Computing, including
resource-flexibility and scalability. This
not only has the potential to enhance the
functionality of CPS, but will also enable
a much wider consumption of CPS’s data
and services. The result will be a highly
dynamic flat information-driven infrastructure that will empower the rapid
development of better and more efficient
next generation industrial applications
whilst simultaneously satisfying the
agility required by modern enterprises.

with the physical environment (e.g.
composed of sensors and actuator constellations), and the cyber part, which is
the software part managing and
enhancing the hardware capabilities of
the CPS as well as its interaction with
the cyber-world. The prevalence of the
Cloud and its benefits enables us to
expand the cyber-part of the CPS and
distribute it on-device and in-Cloud.
This gives rise to a new generation of
Cloud-Based CPS that may revolutionize the Industrial Systems domain.

The first step in the infrastructure evolution was to empower the individual
devices with Web services, and enable
them to participate in a service-based
infrastructure [1]. This is achieved by
enabling them to: (i) expose their functionalities as services, and (ii) empower
them to discover and call other (web)
services to complement their own functionalities. The next step is to take
advantage of modern capabilities in
software and hardware, such as the
Cloud and the benefits it offers. CPS
have two key parts integrated in balance: the physical part for interacting

Cloud-based CPS and SOA may lead to
a new information-driven infrastructure. Today, plant automation systems
are composed and structured by several
domains viewed and interacting in a
hierarchical fashion mainly following
the specifications of standard enterprise
architectures. However, with the
empowerment offered by modern SOA,
the functionalities of each system or
even device can be offered as one or
more services of varying complexity,
which may be hosted in the Cloud and
composed by other (potentially crosslayer) services [3]. Hence, although the
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traditional hierarchical view coexists,
there is now a flat information-based
architecture that depends on a big
variety of services exposed by the CPS
[2], and their composition. Next generation industrial applications can now be
rapidly composed by selecting and
combining the new information and
capabilities offered (as services in the
Cloud) to realise their goals. The envisioned transition to the future Cloudbased industrial systems is depicted in
Figure 1.
The Cloud enabled CPS have profound
implications for the design, development, and operation of CPS. Although
the device-specific part, i.e. the cyber
(on-device) and physical part are still
expected to work closely together and
provide the basic functionalities for the
CPS, the in-Cloud cyber part may
evolve independently. Due to its nature,
the in-Cloud part will require connectivity of the CPS with the Cloud where
added-value sophisticated capabilities
may reside. In contrast, the on-device
cyber-part may consider opportunistic
connections to the Cloud, but in general
should operate autonomously and insync with the physical part. The nature
of the functionalities as well as the
degree of their dependence on external
resources, computational power, operational scenarios, network connectivity
etc. will be the key factor for hosting
them on-device or in-Cloud. The IMCAESOP project has proposed an architecture and services [3] that are based
on this vision.
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Figure 1: Industrial Automation Evolution: Complementing the
traditional ISA-95 automation world view (pyramid on the left side)
with a flat information-based infrastructure for dynamically
composable services and applications (right side).

Links:
IMC-AESOP: http://www.imc-aesop.eu
Upcoming Book on IMC-AESOP vision and results, ISBN 978-3-319-05623-4:
http://www.springer.com/engineering/production+engineering/book/978-3-31905623-4
Cyber-Physical Systems: Uplifting Europe's innovation capacity, European
Commission CPS event: http://www.amiando.com/cps-conference.html
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